		

附件：下载word文档阅读更清晰
步骤：
1.登录系统控制台
2.查看进程top
3.杀死异常进程killall ipctrl
4.删除异常文件rm /usr/sbin/ipctrl
5.修改系统控制台root的密码

发作的表现：
上行流量被占满，内网数据出不去，导致下行没有流量，内网网络无缘无故爆卡。
原因：
系统控制台root密码没有修改
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解决方法：
1.登陆系统控制台（这里以SSH工具为例）
方式一：流控大师设备接上显示器和键盘
方式二：安装SSH，或者其他工具如putty
安装SSH后打开“SSH Secure Shell Client”点击“Quick Connect”，host name输入流控大师IP地址（内网或者外网），user name输入root，点击connect，再输入密码root（或已修改的密码）。
注意：后来才修改的密码或者密码过于简单，也可能会被破解入侵植入病毒文件，没有中毒表现，并不代表没有中毒，或许是没有发作而已。对于这2类用户最好也检查一遍
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2.查看进程，有没有病毒进程
最近肆虐的病毒文件名为：ipctrl，注意路径为/usr/sbin/ipctrl
键入top
再按a展开进程的路径
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上图红色标记的为病毒文件和进程号，16684和16678占用大量的CPU的资源。
[image: 病毒7.jpg]
上图红色标记为病毒文件的路径
3.杀死病毒进程
键入killall ipctrl
然后再键入top，查看进程确认是否已经杀死
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4.删除病毒文件
方式一：键入rm /usr/sbin/ipctrl（rm后面是空格）
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方式二：使用SSH浏览文件目录，进行删除
下图点击红色框的按钮，首先看到的路径为root，这里默认是没有文件的，如有异常文件可能是病毒文件，予以删除，选中文件，delete。
继续找到/usr/sbin目录下的ipctrl删除。
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5.修改root密码（也可以在登录的时候第一步进行密码修改，再进行病毒处理）
登录流控大师web管理页面，在路由管理——登录控制进行密码修改
注意：为确保正确修改，请将管理账户、控制台登录，2个密码同时重新编辑（即重新填写一遍），保存。切记不要是默认的和简单的密码。
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其他相关的帖子请看
注意：修改好密码，防范恶意攻击！（网络爆卡掉线的病因）
http://bbs.netzone.com/forum.php?mod=viewthread&tid=851
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Welcone to FreeBSD!

Before seeking technical support, please use the following resource:

o Security advisories and updated errata information for all releases are
at http: //uww. FreeBSD. org/releases/ - alvays consult the ERRATA section
for your release First as it's updated frequently.

o The Handbook and FAQ documents are at http://vww.FreeBSD.org/ end,
along with the mailing lists, can be searched by going to
Btep: / /v, FreeBSD. org/search/. If the doc distribution has
been installed, they're also available formatted in /ust/share/doc.

If you still have a question or problem, please take the output of
‘uname -a’, along with any relevant error messages, and email it

as a question to the questions@FreeBSD.org mailing list. If you are
unfaniliar with FreeBSD's directory layout, please refer to the hier(7)
nanual page. If you are not fauiliar with mamval pages, type ‘man man'.

You may also use sysinstall(s) to re-enter the installation and
configuration utility. Edit /etc/motd to change this login announcement.

coucert [copll
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9507 root. 4115 0 62360K 52176k CPU3 3 2234 100.00% pansos
G664 root T104 0 SauK L2oK KON 0 167 Tpotrl
6675 root. 1105 0 sasK 2ok Rm o 47 ipotrl
TR0 Toat T 6 10 TI006K 356K piperd 0 1355 perl
17093 oot 168 10 543K 960K select © L49% ifstat
9152 root. 2 44 0 147K 426K namslp © 100% ipe_nga
9188 root. 144 0 B03K 297K select © 1004 ipe_xping
9186 root. 159 0 97K LsaKuaic 0 -00% =
2023 root. 1 44 0 109K 3600K nanslp © -00% perl
2015 root. 176 0 10396K 2744 nanslp © 1005 perl
9187 root. 1 44 0 63704 S6064K select © 100% ipe_datamon
2085 root. 12 7 0 1763K 820K ucond 0 -00% wzcup
2021 root. 1 44 0 109K 3616K nanslp © 1005 perl
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7155 Tost T 0 SW0R LAV namslp 0 7505 cron
2188 root. 144 012843 364K select © -00% sshd
2268 root. 176 0 549K LLGEK coyim 0 100% getey
2275 root. 17 0 349K LLGEK coyin 0 100% getey
2272 root. 17 0 349K LLGK coyin 0 100% getey
2271 root. 17 0 349K LLGEK coyin 0 100% getey
2263 root. 17 0 349K LLGK coyin 0 100% getey
2270 root. 176 0 349K LLGEK coyin 0 100% getey
2273 root. 17 0 349K LLGEK coyin 0 100% getey
2274 root. 17 0 549K LLGK coyin 0 100% getey
9185 root. 176 0 11208K 2228K select © 100 ipe heepd
1607 xoot 145 0 153K 568K nanslp © -00% sleep
17094 oot 159 0 153K 568K namslp © -00% sleep
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up




image6.jpeg
last pid: 17890; load averages: 2.50, 2.51, 2.33

53 processes: 6 rumning, 47 sleeping

CPU: 25.4% user, 1.1% nice, 0.3% system, 3.1% interrupt, 70.1% idle
79M Active, LI Inact, ZLSH Vired, 40K Cache, LLON Buf, 682N Free
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5607 root 4115 0 62960K SZL76K CPUS 3 25:04 100.00% /ust/randisk/bin/pansos
17886 root 1776 10 110S6K 3564 piperd 0 0:00 0.59% jusr/local/binperl traffic.col
9152 root 2 44 0 147K 420K mamslp 0 0:08 0.00% /usk/ramdick/bin/ipe mgd
9188 root 144 0 03K ZSTACRUN 0 0:07 0.00% just/cautisk/bin/ipe xping
9186 root 170 0 977K 1S4 weit 0 0:01 0.00% /bin/sh /ust/remdisk/hin/ipe monitor
2025 root 144 0 LI0SGK 3600K memslp 0 0:00 0.00% /usr/local/bin/perl /usr/local/bin/export.pl
2015 root 176 0 10996K 2744 mamslp 0 0:00 0.00% /usr/local/binperl /usr/local/bin/dacuon.pl
9167 root 1 44 0 63704K SS0GAK select O 0:00 0.00% /ust/randisk/bin/ipe datsuon
2055 root 12 7 073K 020K uconi 0 0i00 0.00% /ust/panabit/bin/wecap
2021 root 144 0 Ll0SK 366K memslp 0 0:00 0.00% /usr/local/vinperl /us/local/bin/detect.pl
9183 root 176 0 LL20SK 2960K select 0 0:00 0.00% /ust/remdick/bin/ipe htpd -u root -T ghzdlz -p 443
16921 root. I 44 0 Soz5K 005K CRO 0 0:00 0.00% top
5608 root 144 012032 1424K memslp 0 0:00 0.00% just/reudisk/bin/panacs
16728 root 144 0 1SS 492K select 0 0:00 0.00% sshai rootlpts/l (sshd)
2031 root 14 0 57K 1Sz weit 0 0:00 0.00% /bin/sh just/pansbit/bin/usru
2008 root 145 0 LI0l6K 3524K sbweit 0 0:00 0.00% /ust/local/binperl fusr/local/bin/upmp.pl
16752 root 144 0 97K 2524€ pause 0 0:00 0.00% -coh (csh]
2082 prosy 144 0 543K 133K kacead 0 0:00 0.00% Erp-prowy
454 roor ! 10 111SSE 42AE papaln 0 000 0005 uerslogaim Jus/local /bin/gather. pL
2105 root T 4405432 1272K select 0 0:00 0.00% Just/sbin/ipctrl
AT T TR SSK SeTEee T ORI U-Un JsharaEe
2480 root 1S4 10 452K 157K select 0 0:00 000 sust/cbin/sysload
[2107 oo 1 41 0_5432K _1272K select 0 0_0.00:] /use/sbingiperl ]
2195 root Taa 0 55208 4D manslp 0 0:00 0.00% just/sbin/cron
2168 root 144 0 12649 384%K select 0 0:00 0.00% /usr/sbin/sshd
2268 root 176 0 542K LISK coyin 0 0:00 0.00% /ust/lihexee/getcy Pe teyvd
2275 root 176 0 942K LIGSK coyin 0 0:00 0.00% just/libexec/getcy Pe eyl
2272 root 176 0 942K 1IGSK coyin 0 0:00 0.00% just/lihexec/geccy Pe ceyvh
227 root 176 0 942K LIGSK coyin 0 0:00 0.00% /ust/libexec/getcy Pe teyvd
2269 root 176 0 942K LIGSK coyin 0 0:00 0.00% /ust/libexec/getcy Pe eyl
2270 root 176 0 942K LIGSK coyin 0 0:00 0.00% just/libexec/geccy Pe teyv2
2273 root 176 0 942K 1IGSK coyin 0 0:00 0.00% /ust/libexec/geccy Pe teyvs
2274 root 176 0 942K 1IGSK coyin 0 0:00 0.00% /ust/libexec/geccy Pe teyve
17883 root. 176 10 543K 960K select O 0:00 0.00% ifstat b -1 ems 1 1
9185 root 176 0 LI20SK 2220K select 0 0:00 0.00% /ust/ramdisk/bin/ipe hrtpd -mosuth -u root -T gh23lz
17668 root. 144 0 153K 5K memslp 0 0:00 0.00% sleep 60
17850 root. 170 0 153K S0K memslp 0 0:00 0.00% sleep |
17887 root. 164 0 LI20SK G080K piperd 0 0:00 0.00% /usr/ramdisk/bin/ipe htpd -u root -T gh23lz -p 443
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last pid: 21352; load averages: 1.65, 1.70, 1.99  up 0300:59:47 14:30:38 )
56 processes: 2 rumning, 54 sleeping
CEU: 25.3% user, 1.4% mice, L.3% system, 3.6% interrupt, 69.4% idle

Mew: BIN Active, 11N Inact, 21SH Wired, 20K Cache, 110 Buf, 679M Free
swap:

PID USERNANE THR PRI NICE SIZE  RES STATE C WCPU commp
9807 root 4118 0 62960K S2L76K CPUS 3 100.00% panaos
21340 root 1 76 10 1109K 3564K piperd 0 0.68% perl
21316 root 1 57 10 1109K 3564K piperd 0 0.39% perl

5192 root 2 44 0 14712K 428K nenslp 0 0.00% ipe_ngd
5188 root 1 44 0 803K 297K select 0 0.00% ipe_xping
5186 root 172 0 977K 1S4sK weit 0 0.00% b

2029 root 1 44 0 1109%K 3600K nanslp 0 0.00% perl

2015 root 1 76 0 1099K 2744K nanslp 0 0.00% perl

5187 root 1 44 0 63704K S6064K select 0 0.00% ipe_datanon
2055 root 12 76 0 17636K 820K ucond 0 0.00% wzeup

2021 root 1 44 0 1109%K 36L6K nanslp 0 0.00% perl

5183 root 1 60 011208k 2968K select 0 0.00% ipe_htepd
9806 root 1 44 012132k 424K nenslp 0 0.00% panaos
18361 root 1 44 0 15524K 4600K select 0 0.00% sshd

2031 root 144 0 977K lsz4K weit 0 0.00% sh

2009 root. 1 45 0 11016K 3324K sbwsit 0 0.00% perl

[Fouters passvil ] E
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Mew: BIN Active, 1IN Inact, 21SH Wired, 20K Cache, 110 Buf, 679M Free
swap:

PID USERUANE THR PRI NICE SIZE  RES STATE C WCPY commtp
9807 root. 4118 0 62960K S2L76K CPUS 3 100.00% panaos
21340 root 1 76 10 1109K 3564K piperd 0 0.68% perl
21316 root 1 57 10 1109K 3564K piperd 0 0.39% perl

5192 root 2 44 0 l4712K 428K nanslp 0 0.00% ipe_ngd
5188 root 1 44 0 803K 297K select 0 0.00% ipe_xping
5186 root 172 0 977K Ls4sK weit 0 0.00% b

2029 root 1 44 0 1109%K 3600K nanslp 0 0.00% perl

2015 root 1 76 0 1099K 2744K nanslp 0 0.00% perl

5187 root 1 44 0 63704K S6064K select 0 0.00% ipe_datamon
2055 root 12 76 0 17636K 820K ucond O 0.00% uzeup

2021 root 1 44 0 1109%K 36L6K nanslp 0 0.00% perl

5183 root 1 60 011208k 2968K select 0 0.00% ipe_htepd
5806 root 1 44 012132k 424K nenslp 0 0.00% panaos
18361 root 1 44 0 15524K 4600K select 0 0.00% sshd

2031 root 144 0 977K lsz4Kweit 0 0.00% sh

2009 root 1 45 0 11016K 3324K sbwsit 0 0.00% perl

routerg passud
Changing local password for root
New Password:

Retype New Password:
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